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This week’s Social Media Roundup will examine appropriate 
personal social media use for Soldiers and family members

• Introduction
• Maintaining your military bearing 
• Social media for Soldiers
• Social media for leaders
• Operations security
• Social media risks
• Family conduct 
• Summary
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Soldiers, families and social media
 Soldiers are personally 

responsible for all content they 
publish on social media sites, 
blogs, or other websites. 

 Soldiers must be thoughtful 
about the non-Soldier related 
content they post. The lines 
between a Soldier’s personal 
and professional life often blur in 
the online space. 

 As a Soldier and as a Soldier 
Family member, it’s important to 
follow certain rules of conduct 
when interacting on social media 
platforms. 
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Maintaining Your Military Bearing
Appropriately representing the Army both on and off duty 
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Maintaining your military bearing
 It’s important that all Soldiers 

know that once they log on to 
a social media platform, they 
still represent the Army.

 A Soldier who violates 
Federal law, regulations or 
policies through inappropriate 
personal online activity is 
subject to disciplinary action 
under the Uniform Code of 
Military Justice (UCMJ). 

 Soldiers are expected to 
maintain their military bearing 
both on and offline, in uniform 
and off duty.
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Social Media for Soldiers
Appropriate online conduct for Soldiers
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Social Media for Soldiers
 Soldiers are authorized to use and 

belong to a variety of social media 
platforms as long as their 
involvement does not violate unit 
policy and the Uniform Code of 
Military Justice.

 Here are a few key items Soldiers 
should keep in mind when using 
social media platforms.
 The UCMJ applies to online 

interactions
 OPSEC, OPSEC, OPSEC
 What you say online doesn’t stay 

online
 It’s important to educate your family 

on appropriate social media use.

“Our adversaries are trolling 
social networks, blogs and 

forums, trying to find sensitive 
information they can use about 

our military goals and 
objectives. Therefore, it is 

imperative that all Soldiers and 
family members understand 
the importance of  practicing 

good operations security 
measures.”

-Sgt. Maj. of  the Army Kenneth O. Preston 
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Social Media for Soldiers
 Soldiers should avoid offensive and 

inappropriate behavior that could 
bring discredit upon themselves and 
the Army. This behavior includes 
posting any defamatory, libelous, 
obscene, abusive, threatening, 
racially or ethnically hateful, or 
otherwise offensive or illegal 
information or material. 

 Soldiers are encouraged to 
professionally and respectfully 
correct errors and 
misrepresentations made, by others, 
about the Army. Soldiers must 
remember however, to respond and 
act with their minds and not their 
emotions when posting content. 
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Social Media for Soldiers
 The posting or disclosure 

of internal Army 
documents or information 
that the Army has not 
officially released to the 
public is prohibited. This 
policy applies no matter 
how a Soldier comes into 
possession of a document, 
video or photo. 

 A few examples of 
unreleased information 
Soldiers are prohibited 
from posting include 
information about 
causalities, detainees or 
military operations. 
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Social Media for Soldiers
 When expressing personal opinions, Soldiers should make clear that 

they are speaking for themselves and not on behalf of the Army. Use a 
disclaimer such as: “the postings on this site are my own and don’t 
represent Army’s positions or opinions.”
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Social Media for Soldiers
 Soldiers should only discuss Army issues related to their professional 

expertise, personal experiences, or personal knowledge.

If you’re not the 
expert on a 
military topic, 
don’t comment 
like you are. 
Reporters can 
quote online 
posts and 
comments.

Stay in 
your 
lanet
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Social Media for Leaders
Appropriate online conduct for leaders
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Social Media for Leaders
 Social media has improved the way 

we connect and communicate as a 
culture, but it presents some 
interesting dilemmas for Army 
leaders.

 Social media is about connecting, so 
it’s only natural that Army leaders 
may interact and function in the 
same social media spaces as their 
subordinates. 

 How leaders connect and interact 
with their subordinates online is left 
to their discretion, but online 
relationships must remain 
professional.
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Social Media for Leaders
 When in a position of 

leadership, conduct online 
should be professional. By 
using social media, leaders 
are essentially providing a 
permanent record of what 
they say, so, if you wouldn’t 
say it in front of a formation, 
don’t say it online. 

 The media watches personal 
accounts of Army leaders and 
have used posts as official 
statements. If a leader 
decides to comment on an 
Army issue using social 
media, they should be 
prepared to be quoted.
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Operations Security
Staying safe online
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Operations Security
 Sharing what seems to 

be even trivial 
information online can 
be dangerous to loved 
ones and fellow 
Soldiers.

 When using social 
media, avoid 
mentioning rank, unit 
locations, deployment 
dates, names, 
equipment 
specifications and 
capabilities or anything 
that can give the 
enemy an advantage.

Security items to consider
 Take a close look at all privacy settings. Set security options to 
allow visibility to “friends only.”
 Do not reveal sensitive information about yourself such as 
schedules and event locations.
Ask, “What could the wrong person do with this information?” 
and “Could it compromise the safety of myself, my family or my 
unit?”
 Geotagging is a feature that reveals your location to other 
people within your network. Consider turning off the GPS 
function of your smartphone.
 Closely review photos before they go online. Make sure they do 
not give away sensitive information which could be dangerous if 
released.
 Make sure to talk to family about operations security and what 
can and cannot be posted.
 Videos can go viral quickly, make sure they don’t give away 
sensitive information. 
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Social Media Risks
Avoiding scams and protecting yourself online 
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Social Media Risks
 Social media scams are 

becoming commonplace 
online.

 There have been multiple 
reports of individuals posing 
as Soldiers, asking for 
money and duping 
unsuspecting social media 
users.

 It’s important to protect 
yourself online just as you 
would in every other aspect 
of your life. Use your best 
judgment when online. 
Mistakes can put you and 
your family at risk.
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Social Media Risks

Check your privacy settings on all social media sites and set
your security options to allow visibility to friends only 

Mitigating online risk and representing the Army appropriately

Do not friend someone you do not know personally

Never release personal financial information 

Be cautious when engaging in online conversations with strangers

Use caution when tagging people in photos. Not 
everyone wants to be identified
Review photos you’ve been tagged in

Use your instincts, if something doesn’t seem right it 
likely isn’t

Just because someone has a profile picture, it doesn’t 
mean the photo is of them
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Family conduct
Educating families on social media use
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Family Conduct
 A family member’s post can put 

a Soldier and his/her unit in 
danger. It could also potentially 
damage the Soldier’s career so 
it’s up to the unit and the 
individual Soldier to properly 
educate Army Families on 
appropriate social media use.

 Families must understand 
OPSEC and know what they 
can and cannot post.

 There are other social media 
resources for family members 
on the Army’s slideshare site: 
http://slidesha.re/edZnHo 

What can families post?
 Generalizations about service or 
duty
 Pride and support for service, units, 
specialties, and service member
 General status of the location of a 
unit (“operating in southern 
Afghanistan” as opposed to “operating 
in the village of Hajano Kali in 
Arghandab district in southern 
Afghanistan”)
 Links to published articles about the 
unit or servicemember
 Any other information already in the 
public domain
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Summary
 Thousands of Soldiers and their family members are using social media in their 

personal lives.

 Soldiers using social media must abide by the Uniform Code of Military Justice at all 
times. Commenting, posting, or linking to material that violates the UCMJ or basic 
rules of Soldier conduct is prohibited. 

 Soldiers and Army leaders are both using social media platforms so it’s important to 
understand how to appropriately use social media when interacting online. Online 
relationships between leaders and subordinates must remain professional.

 There have been multiple reports of individuals posing as Soldiers, asking for money 
and duping unsuspecting social media users. It’s important to protect yourself online 
just as you would in every other aspect of your life. So use your best judgment when 
online. Don’t make mistakes that can put you or your family at risk.
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Contact information
Have questions? Please feel free to 
reach out to us at the Online and 
Social Media Division

OFFICE OF THE CHIEF OF PUBLIC AFFAIRS
PENTAGON

2/2/2010

Email:
Ocpa.osmd@us.army.mil

To review and download past editions of the 
Social Media Roundup, visit our Slideshare site 
at: http://www.slideshare.net/usarmysocialmedia.
All Social Media Roundups are authorized to be 
distributed to a broader audience. 

http://www.slideshare.net/usarmysocialmedia�
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